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1 Introduction

Data analytics is not a new phenomenon. What has made
big data analytics (BDA) more appealing is its ability to
analyse unstructured data that is generated by the internet of
things or IoT. The machine research reports that the total
number of [oT connections will grow to 27 billion in 2025,
a CAGR of 16 per cent (Buckland et al., 2016). This report
explains that by 2025, over 2 zettabytes of data will be
produced by the IoT devices. In regard to revenues driven
by the IoT, the machine research reports that

“The total IoT revenue opportunity will be
USD3 trillion in 2025 (up from USD750
billion in 2015). Of this figure, USD1.3 trillion
will be accounted for by revenue directly
derived from end users in the form of devices,
connectivity and application revenue. The
remainder comes from upstream and
downstream IoT-related sources such as
application development, systems integration,
and hosting and data monetization” (Scales,
2016).

Some call [oT as a prominent driver of the 4th industrial
revolution with disruptive impacts on enterprises and also
everyday lives (Geng, 2017). What are these devices? We
can name sensors, networks, standards, augmented
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intelligence, and augmented behaviour (Holdowsky et al.,
2015).

The utilisation of IoT devices is important as it provides
enterprises with disruptive benefits resulted from new
generation of predictive and forecasting analytics, such as
real-time analysis of workflows, stream processing of
events, business intelligence that is acquired from GPS data,
mobile sensors, and GIS based visual analytics (e.g.,
Behmann and Wu, 2015). The major outcome of
next-generation formats of analytics is an agile environment
with speedy and improved judgment of the events and
behaviours and taking insightful decisions.

All of the advanced analytics derived of IoT devices are
generated by two kinds of data: big stream and big data
[Buyya and Dastjerdi, (2016), p.61]. Big stream or little data
are ‘transient data that is captured constantly from IoT smart
devices’ and big data are ‘persistent data and knowledge
that is stored and archived in centralised cloud storage’
(ibid).

Early adoption of [oT was different than today’s IoT.
Figure 1 explains some of these differences. These
differences were mainly due to the expensive cost of
computer networks and their limited performance, memory,
and storage. Today’s IoT devices are less expensive and
have higher capacity memory, and storage capacity. As a



Big data analytics in the context of internet of things and the emergence of real-time systems 35

result of these advancements, not only enterprises can
deliver macro values, but also can share and sell their IoT
data at larger scale. As a result, we have entered into a new
era, and the emergence of service market, such as big data
as a service, insight s as a service, etc.

Figure 1 Contrast between early and current [oT functional
model
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An IoT environment has three major characteristics: it is
collaborative, it is event driven and reactive and it is
dynamic and adaptive (Grabis and Kirikova, 2011). It is
collaborative as some loosely connected components that
work simultaneously run on distributed devices and
collaborate in order to generate a desired functionality. It
also continuously reacts to a large number of events from
physical environments. Devices and collaborations are also
dynamically established in order to provide information to
support actionable insights.

The research question that has driven this study focuses
on how BDA differs from traditional analytics in the context
of IoT environments? This paper aims to provide a
taxonomy of BDA and IoT environments to understand
disruptions and transformations erupted across industries
and businesses by the use of IoT objects and BDA.

More specifically, the aims of this paper are:

e To identify applications of [oT BDA.

e To explore the new features of IoT BDA with a
concentration on real-time analysis of event and stream
data.

e To investigate major security, privacy, and
interoperability challenges of [oT BDA.

e To explain proposed architectures, solutions and
frameworks.

e To identify the role of assistive technologies of mobile
and cloud in IoT BDA projects.

e To explore types of business insights, and data mining
techniques.

This paper provides a thorough representation of BDA
generated by IoT devices with a concentration on the

real-time feature of these systems. This paper has five major
parts: it starts with the research methodology and the results
of the systematic review. The next part of the paper is
descriptive analysis of the papers. The central theme of this
paper is real-time identity of data, analysis, response and
actions enabled by analysis of IoT big data. With having
this central theme, the paper addresses challenges of
relational database systems in order to continue the paper
with the emergence of real-time, stream, and event analysis
of IoT BDA systems. The paper continues its discussion of
real-time analysis with big data mining techniques and
methods. This part ends with actionable insight gained from
IoT BDA.

After reviewing the analytical aspects, the paper
addresses the challenges of security, privacy and
interoperability in IoT BDA systems. The paper then
addresses how the challenge related to IoT BDA has led to
the development of the various architectures, frameworks
and solutions.

The next part of the paper is addressing the role of
assistive technologies of mobile and cloud with a focus on
how these technologies have advanced real-time IoT BDA.
The paper ends with discussion and conclusion and
recommendation for future studies.

2 Research method

This research is grounded in literature review in order to
identify and investigate the existing knowledge on
applications of IoT, major challenges of traditional analytics
systems, the proposed solutions and architectures, impacts
of complementary technologies of mobile and cloud on IoT
BDA, and type of business insights and data mining
algorithms. This research attempts to put forward a
comprehensive picture of BDA whose data is generated by
IoT devices. This study adopts a systematic literature review
and follows a scientific and transparent process throughout
the study to make the review process less biased and more
comprehensive and precise. The review process is driven by
the following research questions: what are the major
applications, challenges, proposed architectures, and types
of business insights and data mining algorithms in an IoT
environment? And what complementary technologies have
assisted IoT BDA? After identifying the major questions,
the study process was continued by identifying the subject
areas, relevant studies, and the exclusion/inclusion criteria.
Studies that were not related to an analytics solution were
excluded as only those research that were related to BDA
use case whose data was generated by an IoT device were
included. So those research that have investigated
infrastructure, and technical aspects of an IoT/big data
project were excluded. The paper included only studies that
have investigated an application of an IoT device and have
studied an IoT BDA issue. During the process, we did not
exclude any discipline and we included all disciplines who
met the criteria of inclusion. Since IoT and BDA are
emerging research topics, the study reviews papers
published after January 2015 until May 2017. The relevant
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publications were identified by forming research strings that
combined the key words of ‘IoT BDA’ with a different
range of terms and phrases. The initial focus of the research
is on IoT devices whose data are used for an analytic
purpose. The study identified around 25 research strings and
submitted them to a panel of experts (n = 12) from different
disciplines in order to validate the review protocol. Through
using wildcard symbols, the study reduced the number of
research strings to 25, as for instance, ‘10T’ returned studies
that were not related to a BDA study. We searched the
database research engines combining the key words of
‘IoT’, ‘big data’, ‘analytics’, and ‘BDA”.

The study was started on March 12, 2017 and ended on
June 6, 2017. The most time-consuming part of the study
was validation of the research strings by the experts. The
study reviewed scholarly peer reviewed journals,
periodicals, and proceedings of conferences by exploring
the following databases: Scopus (Elsevier), IEEE Explorer,
InderScience, and Google Scholar. The study also reviewed
publications of specialised sources and journals, such as
Journal of Medical Internet Research, Sensors Journal, and
Multidisciplinary Digital Publishing Institute (MDPI).

We limited the search to the abstract, title, and
keywords. A total of 222 papers were downloaded and
reviewed. We conducted a quality appraisal to determine the
clarity of the papers’ contribution to the research questions.
At this stage, 42 papers were identified. A further four more
papers were also considered relevant. Cross-referencing
yielded five more papers for inclusion. The final list became
51 papers. All of these papers had explicit indication of
BDA in an [oT environment.

We also adopted a thematic analysis of the literature
review and seven initial codes and categories were
generated to guide the review. The categories are as
follows: Applications of IoT, major challenges, the
proposed solutions and architectures, inclusion of
complementary technologies of mobile and cloud, data
mining algorithm, and type of business insights. The coders
also identified additional aspects that were absent in the
literature. At this stage, we estimated Krippendorff’s alpha
or Kalpha It is a reliability measure irrespective of the
number of observers, sample size, and absence of missing
data (Krippendorff, 2007). In order to estimate the Kalpha,
two judges coded each of our subsample of 52 articles. The
judges used a nominal scale ranging from 1 to 6:
1 = applications of IoT, 2 = major challenges, 3 = the
proposed solutions and architectures, 4 = impacts of
complementary technologies of mobile and cloud, and
5 = data mining algorithm, and 6 = type of business
insights. Then we uploaded the coded data into IBM SPSS
Statistics (version 24) in order to judge the inter-rater
reliability of the coded variables. The Kalpha value was
0.82 that is an evidence of reliability in content analysis.

3 Descriptive analysis

Table 1 illustrates the overall distribution of the IoT BDA
literature that covers six major application of BDA in an
IoT environment. As the table shows, Smart City (27%) and
industrial/manufacturing IoT (23%) are the major
application of IoT that the papers have reviewed.
Transportation and Health are respectively the other popular
applications of IoT being reviewed by the papers. Of the
total 52 articles, 34.6% of the papers have addressed the
issue of integration of devices within an IoT environment.
The majority of papers, 71% have proposed a solution,
architecture and framework for better analysis of IoT data.
In regard to the inclusion of emerging technologies of
mobile and cloud, 21% of papers have directly and
explicitly have mentioned mobile technologies; and 17%
have addressed the inclusion of cloud systems in their loT
BDA projects. In regard to the kind of business analysis, we
classified into two categories of predictive analysis and
real-time analysis. I should mention that one paper could be
included in both categories as it could be both predictive
and real-time. In regard to real-time analysis, we included
papers that have explicitly mentioned ‘real-time analysis’ or
‘real-time processing’ in their papers. In regard to papers on
the predictive analysis category, we also included papers
whose kind of analysis was not directly mentioned
‘predictive analysis’ but based on their definitions of
analysis type, it was implied prediction. Of the paper, 29%
have explicitly mentioned real-time analysis and processing
in their papers. Of the 52 papers, 20 papers have explicitly
allocated to a special kind of predictive analysis and a case
study.

4 10T BDA and challenges of relational database
management systems (RDBMS)

Data analytics is not a new phenomenon. However,
fast-paced generation of vast amount of data by IoT devices
has generated many challenges for traditional systems of
acquiring, storing, managing and analysing data called
RDBMS. These systems do not have adequate capacities for
unstructured and event data specially produced by IoT
devices in smart environments. This challenge is observable
at many industries and sectors. Howell et al. (2017) argue
that the convergence of building information modelling with
the smart water field will ‘transcend existing operational
barriers’. Shapsough et al. (2016) argue that despite the
common belief that equals smart education with
‘conventional e-learning systems like MOOCs’, IoT offers
‘far beyond the capabilities of current system’. Tan et al.
(2016) discuss that traditional data management techniques
and analytical methodologies are not ‘sustainable’ anymore
as organisations face challenges to ‘right size the work
force, increase labour productivity, increase customer
satisfaction and at the same time improving product quality
and reliability’.
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IoT and BDA can disrupt the RDBMS in various forms,
such as in terms of their flexibility, anomaly detection,
real-time response, next-generation of hardware-software
instalment, and interoperability of multitude systems. As the
literature shows, IoT BDA requires the following
improvement in traditional systems:

4.1 Flexible data platforms

Non-flexible data platforms are the major challenges of IoT
BDA use cases (Cheng et al., 2015). These legacy platforms
do not deliver ‘context-awareness and intelligence into all
kinds of applications and services’ (ibid). Flexibility is
critical for IoT BDA. Given the growth of various data
sources, it is necessary that next-generation analytics
platforms sustain performance, address future requirements,
and support or integrate with other tools of discovery,
capture, preservation or management of big data. Big data
platforms such as Ayasdi, Datameer, Informatica are
answers to the need for flexible [oT BDA platform.

4.2 Next generation software-hardware solutions

In a smart city environment in which various sensors are
applied to monitor and control the parking system, an
‘ancient parking system’ (Hans et al., 2015) is not
responsive for an optimised parking space usage, improved
efficiency of parking operations or a smooth traffic flow.
Next generation of smart systems require various
perquisites, such as a number of software solutions (i.e.,
Python, PHP web gateway with MySQL database, cloud
based storage and mobile applications) (Hans et al., 2015)
or a ‘real-time operating system (RTOS)’ (Venkataraman
and Chitra, 2015).

4.3 Interoperability of the multitude systems

The core of an IoT environment is connectivity among
individuals, processes and objects; therefore,
interoperability between all of these connections is very
important. It is necessary that fragmentation among
horizontal platforms be reduced; and disparate,
disconnected and overlapping solutions could easily connect
to each other. Several solutions are offered in the literature
in order to increase interoperability of analytic systems,
such as improving software flexibility and hardware-based
security (Talluri, 2017). The growth of open platforms has
also required new protocols. Increasing openness and
interoperability cannot be tackled by ‘current simple
standard protocols’ (Ahlgren et al., 2016). Ahlgren et al.

(2016) study the GreenloT platform in Sweden to show the
idea of open data and interoperability for smart cities.

Semantic web technologies are one of the technologies
that are being associated with IoT to facilitate the
communication of heterogamous objects in IoT applications
(Hwang and Chen, 2017) as they can ‘bring together large
data models with dynamic data streams’ (ibid). Semantic
web technologies are considered as one of the
implementation methods for dynamically accessing
streaming data in the cloud (Vermesan and Friess, 2013) as
well.

4.4 Real-time response systems (RTRS)

One of the major shortcomings of the RDBMS, as it was
implied earlier, is their inefficacy in real-time response to
emergencies and anomalies. Through technologies, such as
complex event processing or CEP, next generation of
emergency systems can monitor event sources and generate
alerts (Sheriff et al., 2015). IoT has played a major role in
the growth of RTRS in emergencies. The main vision of loT
is creating smart environments, in which basic information
from any of networked and autonomous agents are shared
efficiently in real-time. In emergencies, RFID sensor
networks and other technologies such as GPS or infrared
sensor detection can spontaneously update the status,
requirements and other information of an emergency
situation and enable real-time response. In the case of smart
cities, Rizwan et al. (2016) stresses the need for a real-time
system in order to update traffic details in real-time. To
them, this real-time system is low cost and can replace the
current traffic management and alert system since these
legacy systems are not sufficient for the needs of smart
traffic management system or STMS.

4.5 Real-time anomaly detection systems

One of the other shortcomings of RDBMS is their
inefficiency in real-time detection of abnormal data and
events (Dani et al., 2015). Consequently, the extension of
‘legacy detection capabilities’ is a major goal in improving
RDBMS. The goal of new systems is to identify in real-time
anomalies that are buried in IoT big data and then to alert
users of them in real-time. Through real-time anomaly
detection, industries can identify patterns in data that do not
conform to an expected and normal behaviour. Through
real-time big data anomaly detection engines, organisations
will learn normal behaviours in complex and sensor-rich
environments, and detect abnormal behaviours in real-time.
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Table 1 Descriptive analysis of the papers addressed in this study

Big data analytics in an loT environment References Number %

Application of IoT Health IoT Khasaei et al. (2015), Keshan et al. (2015), Kan et al. (2015), Sheriff et al. 8 15
(2015), Gachet et al. (2016), Sundhara and Bairavi (2016), Vuppalapati
et al. (2016) and Almotiri et al. (2016)

Smart City Hans et al. (2015), Cheng et al. (2015), Strohbach et al. (2015), Nadargi 14 27
and Thirugnanam (2016), Guo et al. (2016), Howell et al. (2017), Mazhar
et al. (2016), Psomakelis et al. (2016), Vijayalajshmi and Muruganand
(2016), Reddy et al. (2016), Ahlgreen et al. (2016), Jin et al. (2016),
Usurelu and Pop (2017) and Bashir and Gill (2016)

Industrial/ Wang et al. (2015), Bodin et al. (2015), Dani et al. (2015), Cao and 12 23
manufacturing  Truong (2016), Kapil (2016), Baudoin et al. (2016), Jesse (2016), Lee
IoT et al. (2015), Isaka et al. (2016), Chen et al. (2016), Zhong et al. (2017)
and March and Scudder (2017)
Transportation ~ Venkatarama and Chitra (2015), Bruwer and Booysen (2015)Author: 9 17

Please confirm if the pronoun used is correct., Kannimuthu et al. (2016),
Parkinson and Bamford (2016), Li et al. (2016), Lee and Tso (2016),
Rizwan et al. (2016), Schatzinger and Lim (2017), and Junior et al. (2017)

Supply chain Xhafa et al. (2015), Fukui (2016) and Tan et al. (2016) 3 8

Others Vemula and Gangdharan (2016) (financial service), Li (2015) (natural 10
disasters), Kim and Park (2015) (sport), Paul et al. (2016 ) (social IoT) and

Shapsough et al. (2016) (education)

(9]

Major challenges Security/privacy Bodin et al. (2015), Nadargi and Thirugnanam (2016), Kannimuthu et al. 4 9
reviewed in the (2016), and Almotiri et al. (2016)
literature

Interoperability  Bodin et al. (2015), Cheng et al. (2015), Khazaei et al. (2015), Strohbach 18 34.6
et al. (2015), Wang et al. (2015), Vemula and Gangadharan (2016), Jesse
(2016), Li et al. (2016), Lee et al. (2015), Guo et al. (2016), Isaka et al.
(2016), Howell et al. (2017), Reddy et al. (2016), Ahlgren et al. (2016),
Fukui (2016), Schatzinger and Lim (2017), March and Scudder (2017) and
Jin et al. (2016).

Proposing Hans et al. (2015), Cheng et al. (2015), Dani et al. (2015), Khazaei et al. 37 71
solutions/architecture/framework/systems/  (2015), Strohbach et al. (2015), Venkataraman and Chitra (2015), Xhafa
methods et al. (2015), Wang et al. (2015), Cao and Truong (2016), Nadargi and

Thirugnanam (2016), Baudoin et al. (2016), Vemula and Gangadharan
(2016), Gachet et al. (2016), Jesse (2016), Li (2015), Lee et al. (2015),
Kim and Park (2015), Kannimuthu et al. (2016), Guo et al. (2016),
Parkinson and Bamford (2016), Isaka et al. (2016), Sundhara and Bairavi
(2016), Li et al. (2016), Howell et al. (2017), Rathore et al. (2016),
Psomakelis et al. (2016), Reddy et al. (2016), Vuppalapati et al. (2016),
Chen et al. (2016), Ahlgren et al. (2016), Fukui (2016), Zhong et al.
(2017), Lee and Tso (2016), Rizwan et al. (2016), Jin et al. (2016),
Usurelu and Pop (2017) and Bashir and Gill (2016).

Inclusion of Mobile Hans et al. (2015), Kan et al. (2015), Venkataraman and Chitra (2015), 11 21
complementary technologies Vemula and Gangadharan (2016), Li (2015), Kannimuthu et al. (2016), Li
technologies of mobile et al. (2016), Vuppalapati et al. (2016), Fukui (2016), Shapsough et al.
and cloud (2016) and Rizwan et al. (2016)
Cloud Hans, et al. (2015), Khazaei et al. (2015), Sheriff et al. (2015), Cao and 9 17

technologies Truong. (2016), Gachet et al. (2016), Jesse (2016), Li (2015), Isaka et al.
(2016) and Ahlgren et al. (2016)

Kind of business Predictive Dani et al. (2015) (maintenance analytics/anomaly detection) 20 38
insight analysis Keshan et al. (2015) (physiological sensor analysis)

Strohbach et al. (2015( (smart grid analysis)

Kan et al. (2015) (disease pattern recognition)

Sheriff et al. (2015) (predictive-prescriptive, pre-emptive analysis)
Xhafa et al. (2015) (big data stream analytics)

Bakshi (2016) (network core/edge analytics)

Bruwer and Booysen (2015) (smartphone based driver behaviour analysis)




Big data analytics in the context of internet of things and the emergence of real-time systems 39

Table 1

Descriptive analysis of the papers addressed in this study (continued)

Big data analytics in an loT environment

References Number %

Predictive
analysis

Kind of business

insight with R)

Gachet et al. (2016) (sensor’s information analytics/predictive modelling 20 38

Kim and Park (2015) (risk analysis)
Guo et al. (2016) (principal component analysis)
Parkinson and Bamford (2016) (accident prediction)

Isaka et al. (2016) (image analysis)

Zhong et al. (2017) [big data analytics for radio-frequency identification

(RFID) logistics data]

Lee and Tso (2016) (predictive maintenance)

Shapsough et al. (2016) (mobile based educational assessment)

Rizwan et al. (2016) (traffic predictive analysis)

March and Scudder (2017) (predictive maintenance)

Jin et al. (2016) (personal data analytics)

Tan et al. (2016) (quality analytics)

Real-time
analysis

Cheng et al. (2015), Khazaei et al. (2015), Strohbach et al. (2015), 15 29
Venkataraman and Cjitra (2015), Xhafa et al. (2015), Bakshi (2016), Jesse

(2016), Li (2015), Mazhar et al. (2016), Psomakelis et al. (2016), Chen
et al. (2016), Lee and Tso (2016), Shapsough et al. (2016), Rizwan et al.
(2016) and March and Scudder (2017)

5 IoT BDA and the emergence of real-time,
stream and event analysis

One of the major characteristics of IoT BDA is its real-time
analysis of events and data streams. And as result, we
observe the emergence of new processing engine, called
event stream processing (ESP) that I will explain later in the
paper. One major innovative type of analysis in an IoT BDA
is event processing. Dineshreddy and Gangadharan (2016)
divide their proposed IoT based framework for financial
service sector into five layers of event processing and
analytics, and four other layers of application, integration,
communication and physical device management. But what
does an IoT event or stream analysis mean?

5.1 Definitions of event and stream analysis

SAS (2015, p.14) defines an IoT event as an “occurrence
happening at a determinable time and place, with or without
the participation of human agents, that can be recorded as a
collection of fields containing DATA” for making
intelligent decisions (Cheng et al., 2015), accurate ‘forecast’
(Cheng et al., 2015; Khazaei et al., 2015; Strohbach et al.,
2015; Parkinson and Bamford, 2016; Isaka et al., 2016;
Fukui, 2016), predictive analysis (Khazaei et al., 2015), and
capturing new patterns and behaviours (Kan et al., 2015).

As I mentioned earlier, one of the emerging feature of
IoT BDA is ESP and it is a subcategory of CEP. It focuses
on working with events in motion or event streams. Sheriff
et al. (2015, p.1) define CEP as “continuous and timely
processing of events as they occur using appropriate
encompasses methods, techniques, and tools.” They believe
that CEP either can be used alone or in combination with
BDA and IoT in healthcare industry.

One of the major differences that IoT has erupted in the
world of BDA is its ability in conducting real-time and
stream analytics. This kind of analytics is empowered
through the emergence of unstructured data produced by
various sources, such as IoT devices and sensors. Various
definitions of stream or real-time analysis is offered in the
literature. Some scholars (Xhafa et al., 2015) consider big
data stream processing as one of the ‘most important
computing trends nowadays’, and explore application of big
data stream processing in sectors, such as supply chain
monitoring system (Xhafa et al., 2015).

Jerry Baulier, Senior director of SAD R&D, ESP (2015,
p-4) discusses that “streaming analytics typically means
making analytically informed decisions in milliseconds,
while examining many thousands of events per second,
generated from many millions of devices which can also be
enriched by many other disparate sources of data.”

The above mentioned definition clarifies three major
aspect of [oT BDA:

1 ‘milliseconds’ decision making (through real-time
systems)

2 data of ‘millions of devices’ (and consequently the
challenge of integration)

3 inclusion of non-real-time systems (batch processing or
near-real-time analysis) as a component of stream
analytics.

Therefore, streaming analytics is not restrained to real-time
systems and analytics.
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5.2 Real world applications of real-time analysis of
event and stream data

Some scholars believe that IoT is a general term and
specific IoT objects should be clarified. Therefore, some
scholars classify some IoT objects as industrial IoT (Wang
et al., 2015; Lee et al., 2015; Boudoin, 2016, Jesse, 2016),
internet of heart (Kan et al., 2015), internet of everything
(IoE) (Nadargi and Thirugnanam, 2016, Jesse, 2016), social
[oT (Paul et al., 2016), and health IoT (Kumar and Bairavi,
2016; Almotiri et al., 2016), [oTH or the IoT and humans
(O’Reilly, 2014).

Various studies have addressed the production, analysis
and management of IoT real-time data in various sectors
and industries. One of the major sectors is health in which
the ‘internet of hearts’ play a major role (Kan et al., 2015)
as it enables ‘real-time management of multi-sensor
signals’. Internet of hearts is introduced as a new cardiac
mHealth system enabling BDA in large-scale IoT
environments.

One of the other applications of real-time systems is in
regard to smart transportation, such as fleet management
systems (Venkataraman and Chitra, 2015) or real-time
STMSs (Rizwan et al., 2016). While the former system
develops real-time tracking of vehicles that uses smart
phone applications (Venkataraman and Chitra, 2015), the
latter acquires real-time streaming data for BDA (Rizwan
et al., 2016).

The other sector in which real-time analysis plays a
major role is in disaster and emergency management (Li
et al., 2016). However, Li (2015) believe that due to the lack
of computational power of IoT devices and the vertical
isolation of IoT devices, some challenges hinder real-time
responses (ibid). In order to solve challenges regarding to
IoT BDA, some solutions, such as the connected open
platform for smart objects (COAST) (ibid) is introduced. As
Li (2015) describes, platforms like COAST enables smart
objects, such as robots, drones and smartphones to negotiate
autonomously and to deploy additional resources on itself,
on other objects or in the cloud (ibid).

Studying human behaviour is one of the other real-world
areas in which real-time response can play a major role
(Paul et al., 2016). The new concept of IoTH or the IoT and
Humans, as O’Reilly (2014) calls it, has opened new ways
for discovering how cooperation among humans and things
differently in smart situations. In this domain, Paul et al.
(2016) introduces the new concept of SmartBuddy, in which
through analysing data generated by various devices, such
as smartphones, social networks and smart cities, intelligent
spaces can be developed to sense human activities or actions
and also the evolution of the ecosystems.

The other area in which IoT can play a major role is in
the smart management of smart buildings. One of the
challenges in regard to real-time analysis in smart buildings
is storing and analysing large amount of high-speed
real-time smart building data (Bashir and Gill, 2016). To
solve this real-time associated challenge, Bashir and Gill
(2016) introduces an integrated IoT BDA (IBDA)
framework.

One of the other real-time solutions is related to smart
city data and dashboards. City agencies can make their city
operations more efficient and quicker though insights
gained from data collected from IoT sensors available
through city dashboards. Usurelu and Pop (2017) review
various smart city dashboards around the world. Their study
shows that the data of the following smart city dashboards
are real-time data: Amsterdam City Dashboard, Dubai
Personal Dashboard, Bandung Smart City Dashboard,
CityEye and search — the-city dashboard.

Real-time data is important as Munish Khetrapal,
managing director of solutions for smart and connected
communities of Cisco says: “a two minutes’ faster response
to an emergency can save thousands of dollars” (Hamblen,
2016).

The other domain of IoT for real-time response is within
industries. Here, we face the concept of IIoT or industrial
IoT. One of the functions of industrial IoT is real-time and
predictive control and maintenance (March and Scudder,
2017; Chen et al., 2016) in instances, such as leakage of
toxic gases in large-scale petrochemical plants (Chen et al.,
2016): “The real-time algorithms on data processing, data
analysis and decision making are necessary for an
intelligence framework to improve the timeliness of
dynamic processes in industrial production/service” (ibid).
March and Scudder (2017) believe that implementation of
predictive maintenance will lead enterprises to adopt
service-oriented business models instead of product-
oriented models.

6 Real-time big data mining in the context of IoT
BDA

IoT means everyday objects connect to each other to the
internet (Fortino and Trunifo, 2016). As Jesse (2016, p.276)
defines, IoT is a ‘sensor-enhanced internet’ with seven
major dimensions: sensitivity, linearity, measurement range,
response time, accuracy, repeatability, and resolution (ibid).
BDA, on the other hand, deals with the analysis of data
generated by various sources, such as IoT devices and
objects. Table 2 shows the various sources of IoT data that
are processed and analysed in the literature.

Big data mining algorithms are useful tools in extracting
hidden patterns and information from IoT big data. Novel
algorithms have enabled real-time and unsupervised
detection of anomalies (Dani et al., 2015), in systems and
markets and forecasting of patterns and behaviours.

Streaming analytics of IoT big data requires novel
algorithms. In this context, real-time anomaly detection has
significant practical application for various industries. Use
cases, such as predictive maintenance analytics (Dani et al.,
2015; March and Scudder, 2017), personalised individual
stress analytics (Keshan et al., 2015), grid monitoring
(Strohbach e al., 2015), quality analytics (Strohbach et al.,
2015; Tan et al., 2016), recognition of disease patterns (Kan
et al.,, 2015), driver behaviour monitoring (Bruwer and
Booysen, 2015), railway accidents detection (Parkinson and
Bamford, 2016), and real-time traffic density analytics
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(Rizwan et al., 2016) have
various industries in real-time.

Table 2

given actionable insights to

Data sources of IoT BDA

Sources of [oT BDA

References

Parking sensors
Smartwatch

Smart city data

Physiological data

Sensors in grain warehouse

Smart home data

Financial data of customers
Vehicle tracking data
Smart utility data

accidents data

Sensors on smartphones
/mobile applications

Camera data

Fire monitoring sensors

Spatio-temporal data
Inventory data
Shop floor sensors

Transportation sensors

Manufacturing data

Infusion pumps data that are
attached to NICU beds

Hans et al. (2015)
Bodin et al. (2015)

Cheng et al. (2015), Paul et al.
(2016), Mazhar et al. (2016),
Psomakelis et al. (2016) and

Usurelu and Pop (2017)

Keshan et al. (2015), Kan et al.
(2015), Gachet et al. (2016),
Sundhara and Bairavi (2016)

Cao and Truong (2016)

Nadargi and Thirugnanam
(2016), Jin et al. (2016) and
Bashir and Gill (2016)

Vemula and Gangadh (2016)
Kannimuthu et al. (2016)

Guo et al. (2016), Howell et al.
(2017) and Reddy et al. (2016)

Parkinson and Bamford (2016)

Hans et al. (2015), Paul et al.
(2016), Vuppalapati et al.
(2016), Shapsough et al. (2016)
and Junior et al. (2017)

Isaka, et al. (2016)

Vijayalakshmi and Muruganand
(2016)

Chen et al. (2016)
Fukui (2016)
Zhong et al. (2017)

Lee and Tso (2016), Rizwan
et al. (2016) and Schatzinger
and Lim (2017)

March and Scudder (2017)
Khazaei et al. (2015)

Novel data mining algorithms have enabled real-time
forecasting (Cheng et al., 2015; Dani et al., 2015; Strohbach
et al., 2015; Parkison et al., 2016; Isaka et al., 2016; Fukui,
2016) has been significantly applied in industries such as
energy (Strohbach et al., 2015) and sales (Fukui, 2016). In
the literature, we observe the use of the following machine
learning algorithms: the classification (Keshan et al., 2015;
Bruwer and Booysen, 2015), SVM classifier (Sundhara and
Bairavi, 2016; Junior et al., 2017), fast recursive algorithm
(Guo et al., 2016), and other algorithms like, artificial neural
network, random forest, Bayesian networks (Junior et al.,
2017) in their processing of IoT BDA.

Traditionally, organisations analyse data that is at the
core of their network but with the advent of IoT objects,
sensor data should be analysed closer to its source and be
aggregated for core analysis. Therefore, the main goal of

edge computing is locating computing power closer to the
source of the data. Edge computing (Sathi, 2016; Bakshi,
2016) is one of the major solutions in [oT BDA in order to
optimise cloud computing system to process data that is at
the edge of the network and close to the source of the data.
Wikipedia defines edge computing as “pushing the frontier
of computing applications, data, and services away from
centralised nodes to the logical extremes of a network. It
enables analytics and data gathering to occur at the source
of the data. This approach requires leveraging resources that
may not be continuously connected to a network such as
laptops, smartphones, tablets and sensors”. On the other
hand, fog computing, which was coined by Cisco, means
extending cloud computing anywhere at the system, from
cloud to the edge (Graph 2.0).

Figure 2 Edge and fog computing (see online version
for colours)
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As it mentioned by the GE digital, the edge computing
consortium identifies the following business consequences
of edge computing:
e predictive maintenance
a  reducing costs
b  security assurance
¢ product-to-service extension (new revenue
streams)
e energy efficiency management
a lower energy consumption
b lower maintenance costs
¢ higher reliability

e  smart manufacturing

a increased customer demands mean product service
life is dramatically reduced

1 customisation of production modes
2 small-quantity and multi-batch modes are
beginning to replace high-volume
manufacturing
o flexible device replacement
e flexible adjustments to production plan

e rapid deployment of new processes and models.
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7 Actionable insights gained from Iot BDA

The ultimate goal of conducting BDA is acquiring
actionable insights regarding future for purposes such as
implementing faster strategic actions, reducing data
acquisition time and cost, increasing competitive power in
market, etc. As Table 4 shows, various analysis types are
conducted by the scholars and researchers in order to gain
actionable insight from the analysis. The main advantage of
real-time analysis, as the studies show, is that they are
accessible as they enter a system. As IBM explains,
functions of real-time analysis or RTA are:

1  system availability monitoring (SAM)
2 RTA resource monitoring.

These functions are available through real-time data or
RTD, which are data that is delivered immediately, and with
no delay, after they are collected from various sources. Most
of these analysis are in the form of real-time analysis
(Cheng et al., 2015; Khazaei et al., 2015; Strohbach et al.,
2015; Venkataraman and Cjitra, 2015; Xhafa et al., 2015;
Bakshi, 2016; Jesse, 2016; Li et al., 2016; Mazhar et al.,
2016; Psomakelis et al., 2016; Chen et al., 2016; Lee and
Tso, 2016; Shapsough et al., 2016; Rizwan et al., 2016;
March and Scudder, 2017).

Predictive analysis uses various statistical techniques in
order to analyse current data in order to make predictions
about future. A large number of studies have also conducted
predictive analysis of the IoT data:

e Dani et al. (2015): maintenance analytics/anomaly
detection

e Keshan et al. (2015): physiological sensor analysis
e  Strohbach et al. (2015): smart grid analysis

e Kanetal. (2015): disease pattern recognition

e Xhafa et al. (2015): big data stream analytics

e Bruwer and Booysen (2015): smartphone based driver
behaviour analysis

e  Gachet Paez et al. (2016): sensor’s information
analytics

e Kim and Park (2015): risk analysis

e Guo et al. (2016): principal component analysis

e  Parkinson and Bamford (2016): accident prediction
e Isaka et al. (2016): image analysis

e Zhong et al. (2017): BDA for radio-frequency
identification (RFID) logistics data

e Leeand Tso (2016): predictive maintenance

e  Shapsough et al. (2016): mobile based educational
assessment

e Rizwan et al. (2016): traffic predictive analysis
e  March and Scudder (2017): predictive maintenance
e Jinetal. (2016): personal data analytics

e Tanetal. (2016): quality analytics.

8 Security, privacy and interoperability
challenges of IoT BDA

IoT devices have provided innovative sources of data (that
can be very sensitive data) in order to enable individuals
and processes to interact with the world around them.
Ironically, it has also provided new tools for hackers to
interrupt internet, mobile, IoT and cloud systems as well.
The root challenge is that in many instances, the
interconnection of thousands of smart objects happens over
the current internet infrastructures that are not protective
enough against hackers. Almotiri et al. (2016) mention that
in [oT based m-health systems, security is one of the major
challenges. And this challenge spins over across industries.
For instance, because of the lack of infrastructure in an IoT
based vehicle tracking system, security and privacy is low
(Kannimuthu et al., 2016). Privacy-and security-aware
management of personal data and devices that are located
and embedded in the midst of personal lives of people and
organisations is an issue that has also been addressed in the
literature.

Physical security vulnerability of [oT devices, accessible
IoT software over network, weak Wi-Fi security are several
challenges that have made IoT objects vulnerable to
hacking. One of the major questions regarding security of
IoT is “how can pervasive sensing and analytics systems
preserve and protect user security?” (Bodin et al., 2015).
The other issue in this domain is in regard to the privacy of
information of users, such as their location or their identity
(Nadargi and Thirugnanam, 2016). To solve this issue,
Nadargi and Thirugnanam (2016) have recommended a
framework to create user privacy aware through detection of
work sensitive content of smart home environment data
while preserving privacy of identify and location privacy of
IoT devices.

An IoT environment is composed of thousands of
objects, individuals and processes whose integration and
communication is a major challenge, especially to get
real-time data, such as city data, and processing these data
(Rathore et al., 2016). One of the “biggest challenge
presented to an organization is understanding how to
integrate these devices with the back-end systems, building
the data correlation and analytics while ensuring the
security of the overall systems” (Bodin et al., 2015). One of
the other challenges is how to integrate data streams and
events that are mainly produced by IoT objects with the
existing data (ibid); or how to integrate various disjointed
analytics and data sources techniques in hybrid model of
network core and edge analytics (Bakshi, 2016).
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One of the other concepts that scholars have addressed
is the IoE (Nadargi and Thirugnanam, 2016). This concept
was coined by CISCO and defines it as “the networked

connection of people, data, process and things. The IoE is
made up of many technology transitions, including the
internet of things” (CISCO, 2017).

Table 3 Proposed solutions, architectures, and applications of IoT BDA
Author Prop otved 'solunon qnd Description
application domain
Cheng et al. A live city data and analytics A system architecture for smart city platform designers: a live city data and
(2015) platform analytics platform, called CIDAP, which was employed for a ‘large scale running

Khazaei et al.
(2015)

Sheriff et al.
(2015)

Xhafa et al.
(2015)

Wang et al.
(2015)

Nadargi and
Thirugnanam
(2016)

Bakshi (2016)

Boudoin (2016)

Vemula and
Gangadharan
(2016)

Gachet et al.
(2016)

Lee et al. (2015)

Kannimuthu
etal. (2016)

Guo et al.
(2016)

Kumar and
Bairavi (2016)

Psomakelis
etal. (2016)

Vuppalapati
etal. (2016)

Chen et al.
(2016)

Fukui (2016)

Zhong et al.
(2017)

An analytical model for health
analytics systems

A reference framework for
healthcare informatics

A software chain architecture

A framework for offshore
support vessels

A framework for smart homes

A general hybrid model

A roadmap for industrial loT

An architecture based on IoT
for banking and finance sector

A general approach for
sensors’ information
processing and analytics

An IToT based cyber physical
system for industrial
informatics analytics

A mythology for assessing the
quality of IoT based VTS

A platform for big data
management

An automatic monitoring
framework

A service oriented architecture-
based platform

A framework for integration

A collaborative sensing
intelligence framework

A system approach for the
dynamic integration of
analytics processing

A big data analytics for RFID
logistics data

smart city test bed, SmartSantander’.

An analytical model to predict the amount of storage, memory and computation
power required for a new cloud-based health analytics system.

This study proposes a reference framework for a holistic healthcare informatics
and analytics solution to integrate and leverage the advantages of BDA, CEP and
IoT.

A software chain architecture that utilised five components of sensor, extractor,
parser, formatter and outputter.

A new framework integrating BDA and industrial IoT technologies for offshore
support vessels in order to help maritime companies increase their output and
productivity.

A framework to create user privacy aware within smart home environments loT
application.

A hybrid model of big data analytics with network core and edge analytics in
order discuss the analytic capabilities of this hybrid model

A roadmap for industrial internet application in oil and gas industry.

An architecture based on IoT for banking and finance sector by studying different
banking applicants flow with IoT-intelligence and analysing user’s data.

A general approach for sensors’ information processing and analytics based on
big data concepts.

An ToT based cyber physical system for industrial informatics analytics with the
integration of various proprietary data analytics systems. They design a context
awareness based service platform for industrial informatics analytics with 5 layers
of IoT, infrastructure, data, analytical and presentation

A ‘novel methodology’ for assessing the quality of IoT based vehicle tracking
system (VTS). Their research shows that (quality of experience) QoE can
improve the performance of surveillance systems in vehicle tracking system.

A ‘novel platform’ for big data management, processing and analysis of modern
power systems which includes of four subsystems: big data acquisition, big data
analysis, decision making assistance and information integration.

Through analysing data from sensors on the patients’ brain, care takers receive
constant notification.

A service oriented architecture —based platform, called RADICAL for the
retrieval and analysis of big datasets that are stemmed from social networking
sites and IoT devices.

A framework to integrate mobile and health sensors with the electronic health
records.

A collaborative sensing intelligence framework to facilitate the cooperatively of
analytics with integrating massive spatial-temporal data from different sources
and time points.

A system approach for the dynamic integration of analytics processing by using
digital technology into the existing supply chain business processes.

A big data analytics for radio-frequency identification (RFID) logistics data by
defining different behaviours of smart manufacturing objects (SMOs). This study
extends the physical internet concept into manufacturing shop floors.
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Table 3 Proposed solutions, architectures, and applications of [oT BDA (continued)

Proposed solution and

Author application domain Description
Jin et al. A human-centric safe and A human-centric safe and secure framework of ubiquitous living environments
(2016) secure framework of (Ubi-Liven) for the elderly people towards seamless integration of the cyber-

ubiquitous living environments  enabled ubiquitous holistic living support system with a physical living

environment.

Usurelu and
Pop (2017)

A solution, named My City
Dashboard, for real-time data

A solution, named my city dashboard, for real-time data processing, with a special
focus on scalability and modularity, in smart cities mainly an analytic processing

processing pipeline and a dashboard prototype for their solution.

In order to solve the following challenges, several solutions
are offered in the literature. To tackle technical risks raised
by the ‘convergence of the internet and physical objects’
(Jesse, 2016), IoT requires new standards and protocols
(Kannimuthu et al., 2016; Jesse, 2016) to deal with new
complexities of data analytics, to handle the growth of data,
to guarantee interoperability, and to extract sense from data
(ibid).

Some of the other challenges of IoT especially IoT
based tracking systems such as a vehicle tracking system are
scalability, technology integration, performance, reliability,
quality of service, and security (Kannimuthu et al., 2016).

One of the solutions is connecting the objects to a cloud
system (Reddy et al., 2016). For instance, in India, as Reddy
et al. (2016) argue, none of the solar power plants are
connected so they cannot perform analytical analysis of the
produced solar energy. They argue that connection of these
objects to a cloud system will make the analysis easier.
Connection of the aforementioned IoT objects in a solar
power plant will make the analysis of the performance,
productivity and efficiency of these systems easy.

Within health industry, integrating health data from
body sensors and mobile sensors used by patients with the
electronic health records not only provides a more
comprehensive picture of patients but also will facilitate
connection with doctors (Vuppalapati et al., 2016).

9 Proposed architectures, frameworks and
solutions

A majority of work in the literature is devoted to proposing
architectures, frameworks, and solutions. Nowadays, data is
one of the most valuable currencies for a data driven
economy. This type of economy needs to continuously
implement improvement in order to better serve in the
market. Therefore, some of the scholars have proposed new
solutions, architectures and platforms for better acquiring,
storing, processing and analysing of IoT big data. Table 3 is
a summary of these studies and their proposed solutions.

As Table 3 shows, a large number of solutions and
applications are offered within the domain of IoT BDA
literature. I have classified the solutions into the following
categories:

Development of IoT BDA platforms: one solution is the
development of a system architecture for a live city
data and analytics platform (Cheng et al., 2015); a
platform for smart home environments (Nadargi and
Thirugnanam, 2016); a hybrid model of BDA with
network core and edge analytics (Bakshi, 2016); a
‘novel’ platform for big data management modern
power systems which includes of four subsystems: big
data acquisition, big data analysis, decision making
assistance and information integration (Guo et al.,
2016); a service oriented architecture — based platform,
called RADICAL for the retrieval and analysis of big
datasets that are stemmed from social networking sites
and IoT devices (Psomakelis et al., 2016); a solution,
named My City Dashboard, for real-time data
processing (Usurelu and Pop, 2017).

Development of new and advanced analytical methods:
proposed solutions are: development of an analytical
model (Khazaei et al., 2015); a reference framework to
leverage advantages of BDA, CEP and IoT (Sheriff

et al., 2015); a framework to integrate BDA and iloT
technologies (Wang et al., 2015); a general approach
for sensors’ information processing and analytics based
on big data concepts (Gachet Paez et al., 2016); an IoT
based cyber physical system for industrial informatics
analytics (Lee et al., 2015); a mythology for assessing
the quality of [oT based VTS (Kannimuthu et al.,
2016); a BDA for RFID logistics data by defining
different behaviours of smart manufacturing objects
(SMOs) (Zhong et al., 2017); a human-centric safe and
secure framework of ubiquitous living environments
(Jin et al., 2016).

Development of new systems architectures and
frameworks: a software chain architecture (Xhafa

et al., 2015); an architecture based on IoT for banking
and finance sector (Dineshreddy and Gangadharan,
2016); an automatic monitoring framework for sensor’s
health data (Kumar and Bairavi, 2016); a framework to
integrate mobile and health sensors with the electronic
health records (Psomakelis et al., 2016); a collaborative
sensing intelligence framework (Chen et al., 2016); a
system approach for the dynamic integration of
analytics processing (Fukui, 2016).
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Analysis type

Description

Author

Maintenance analytics and

anomaly detection

Physiological sensor
analysis

Disease pattern recognition

and network analytics
Complex event analysis

Behaviour analysis

Sensor analysis

Sport analysis

Principal component
analysis

Accident prediction
analysis

Image analysis

Big data analytics for
radio-frequency
identification (RFID)
logistics data

Personal data analytics

Quality analytics

Real-time analysis

Detecting abnormal data in cases such as an aircraft condition monitoring systems
and the driven insight is used for the anticipation of aircraft maintenance operations.

Can be used for personalised individual stress analysis of automobile drivers. The
goal is to analyse the health of vehicles’ drivers; therefore, reducing road accidents.

Real-time management and compact representation of multi-sensor signals
generated by internet of hearts.

Healthcare analysis

Smartphone based driver behaviour analysis

Sensor’s information analytics/predictive modelling with R

Sport analytics and risk monitoring
Analysis of modern power systems
Predicting safety risks by analysing rail accidents

Integrating image analysis techniques and integration and production results data to
achieve quality and productivity improvements in the short term, and to generate
improvement suggestions and perform optimisation throughout the supply chain

Data analytics for RFID logistics data by defining different behaviours of smart
manufacturing objects

To provide holistic support for the elderly’s activities of daily living and healthcare.

Quality analytics in a big data supply chain and commodity data analytics for quality
engineering

Smart city management

To use real-time data and predictive analytics algorithms to dynamically manage
preventive maintenance policies.

Health informatics for neonatal intensive care units

Grid analysis to deliver analytical services to citizens and urban decision makers
through the use of an integrated big data analytical framework.

Real-time implementation of RTOS based vehicle tracking system

Analysing big data stream from flight radar24 global flight monitoring system
Network core/edge analytics

The disruption of the value chain and the rise of new software ecosystems
Dangerous driving behaviour detection using smartphone sensors

Smart city

Analysis of big datasets stemming from social networking (SN) sites and internet of
things (IoT) devices, collected by smart city applications and socially-aware data
aggregation services

To develop a collaborative sensing intelligence (CSI) framework, combining
collaborative intelligence and industrial sensing intelligence.

Predictive maintenance to improve train reliability, customer service, system
maintenance and even in asset management

Mobile based educational assessment to provide almost real-time assessment
services to various types of educational stakeholders including teachers, principals,
parents and educational planners.

Traffic predictive analysis to provide a real-time smart traffic management system
for smart cities

Dani et al. (2015)
Keshan et al. (2015)
Kan et al. (2015)

Sheriff et al. (2015)

Bruwer and Booysen
(2015)

Gachet et al. (2016)

Kim and Park
(2015)

Guo et al. (2016)

Parkinson and
Bamford (2016)

Isaka et al. (2016)

Zhong et al. (2017)

Jin et al. (2016)
Tan et al. (2016)

Cheng et al. (2015)

March and Scudder
(2017)

Khazaei et al. (2015)

Strohbach et al.
(2015)

Venkataraman and
Cjitra (2015)

Xhafa et al. (2015)
Bakshi (2016)
Jesse (2016)
Lietal. (2016)
Mazhar et al. (2016)

Psomakelis et al.
(2016)
Chen et al. (2016)

Lee and Tso (2016)

Shapsough et al.
(2016)

Rizwan et al. (2016)
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10 Assistive technologies and the advancement of
real-time IoT BDA

10.1 Mobile technology

In order to provide a holistic and comprehensive picture of
the real world, technologies such as mobile and cloud are
integrated into IoT solutions. While the contribution of
cloud systems is mainly to hosting analytics solutions and
integrating all data sources in a cloud space, mobile
technologies including sensors and applications that are
generators of big data. Kan et al. (2015) explains that
“pervasive sensing and mobile technology deployed in
large-scale IoT systems lead to the accumulation of big
data”. Some studies define smart objects, such as
smartphones as ‘“autonomous agents in negotiation and
deploying additional resources” (Li et al., 2016). Rathore
et al. (2016) define mobile technologies as valuable sources
to meet the needs of urban public and the smart
development of cities. Two major application of smartphone
apps and sensors are utilised in

1 ECG monitoring and personalised medicine (Kan et al.,
2015; Vuppalapati et al., 2016)

2 in smart transportation systems (Venkataraman and
Chitra, 2015; Dineshreddy and Gangadharan, 2016;
Bruwer and Booysen, 2015; Li et al., 2016; Janior
et al., 2017; Rizwan et al., 2016).

10.1.1 Real-time ECG monitoring and personalised
medicine

One of the major application of mobile technologies in an
IoTBDA projects is in health care in which mobile-based
ECG sensing devices (Kan et al., 2015) play a major role.
We can mention two technologies of mobile and e-network
smart health (ibid). Four components of e-network smart
health as Kan et al. (2015) describe are:

1  mobile-based ECG sensing device

2 space-time representation of cardiac electrical activity
3 optimal model-based representation of ECG signals
4

dynamic network embedding for disease pattern
recognition (ibid).

Mobile sensors, such as accelerometers, location detection,
wireless connectivity and cameras have also played a huge
impact on personalised medicine (Vuppalapati et al., 2016).
Patients do not require to carry bulky instruments for
continuous monitoring of their health status. 24/7 ECG
monitoring through mobile sensors or sensor-based patches
is becoming important both in homecare and -clinical
settings. In their proposed IoT based architecture,
Dineshreddy and Gangadharan (2016) mention mobile as
one of the major component of a physical device
management layer.

10.1.2 Real-time tracking of things and dangerous
behaviours

The other domain in which smartphones have played a role
is for real-time tracking of things, people, pets and vehicles
(Venkataraman and Chitra, 2015). In this case technologies,
such as global positioning system and the general packet
radio service are used to receive data of the position of the
vehicles, objects, people and even pets; and then updated
information is sent to applications such as a fleet
management mobile application (ibid).

In addition to real-time monitoring of things,
smartphones can also be used for dangerous behaviours,
such as driving behaviour (Li et al., 2016) in systems such
as driver risk behaviour monitoring system, vehicle safe
driving system or usage based insurance (UBI). Smartphone
sensors are also used for classification of driving data of
drivers with higher performance in order to better
characterise the driver aggressiveness profile (Junior et al.,
2017). The other usage of smartphones in a smart
transportation system is exploration of the density of traffic
at various places through a mobile application (Rizwan
etal., 2016).

MEMS are also considered as one of the key
technologies for the mobile and connected environments.
Bruwer and Booysen (2015) compare GPS and MEMS
(micros electro-mechanical systems) sensors and conclude
that “the MEMS inertial sensors outperform GPS platform
in terms of sampling rate, battery life and the accuracy with
which acceleration, braking, swerving and cornering can be
detected”. MEMS are mainly used in airbag systems, driver
information systems, engine management, transmission
control, vehicle dynamics and active suspension systems.

10.2  Cloud systems

Not only mobile technologies have played an important role
in real-time IoT BDA, cloud systems have also played a
significant role. As ‘ubiquitous assistive technologies’ (Jin
et al.,, 2016), cloud systems have significantly facilitate
real-time analysis and processing of big data generated by
IoT. For instance, fog and edge computing that we
mentioned earlier in this paper is enabled by cloud systems.
Also, IoT application enablement platforms (AEP) have
been very practical in transferring of sensor data to cloud
systems (Jesse, 2016). IoT AEP as a form of Platform as a
Service enables developers to rapidly deploy IoT
applications. In these platforms, deployment is easy and
flexible; user interfaces are developer-friendly, system
architectures are cogent and on top of that they are scalable
(ibid).

Cloud systems have been extensively utilised across
many industries. For instance in healthcare, health locations,
such as ICU has ‘great potential’ (Khazaei et al., 2015) for
creating cloud-based health analytics solutions. Artemis
cloud project was developed, for instance, to prevent
diseases or to detect earlier condition onset detection (ibid).
Bioinformatics cloud are also believed to be ‘ideal for
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integrating both data and software tool’ [Sheriff et al.,
(2015), p.2].

One of the biggest application of IoT and cloud systems
are in industrial sector; for instance for monitoring
important information in food production (Cao and Truong,
2016), or in production management systems (Isaka et al.,
2016). One example is the works of Hitachi in developing
the next generation production management system that
uses [oT technology and cloud services. The goal of this
project is to utilise “image analysis techniques and
integration with production results data to achieve quality
and productivity improvements in the short term, and to
generate  improvement  suggestions and  perform
optimization throughout the supply chain by combining
these techniques and results data with big data analytics
over the long term” (Isaka et al., 2016).

In sum, cloud systems can increase the performance,
productivity and efficiency of disparate systems, such as
solar energy systems by connecting these systems to a cloud
space (Reddy et al., 2016).

11 Discussion and agenda of future studies

While many studies have confirmed the value that IoT BDA
can add to enterprises, many current systems are unable to
deliver capabilities of IoT systems, such as real-time
analysis of unstructured data. As a result, many scholarly
studies have focused on the limitations of the legacy
systems in order to propose solutions to better unleash the
potentials of data gathered from IoT objects. We discussed
that most solutions are either the introduction of new
platforms or new analytical methods or new architectures
and frameworks.

One of the major strength of the literature is that it
provides real world empirical evidences to offer new
models, architectures and solutions. And various industries
are studied, which has resulted into specific categorisation
of IoT, such as health 10T, industrial IoT, etc.

IoT big data have enabled enterprises to conduct new
forms of analytics that were not possible by former systems,
such as BI or OLAP systems. As Table 3 Shows the
direction of analysis in an IoT context is mainly focused on
predictive and real-time analysis of events and data streams
that are generated by IoT objects. CEP and ESP are the
major characteristics of IoT BDA in applications such as
smart homes, smart transportation, smart traffic
management, etc.

The literature has also addressed some challenges in the
world of IoT BDA. One of the major challenges in an IoT
BDA context is the integration of data that is produced by
disparate small objects. Integration of data that are produced
in various systems is a critical perquisite for any accurate
predictive or real-time analysis. As a result, new concepts
such as Social IoT are introduced in order to increase
communication of devices in a social network.

The main question that this paper raises is that what
aspects of [oT BDA should the future studies address?

One major shortcoming of the paper is that [oT BDA
servitisation is not highlighted in the literature. The papers
have mainly explored specific use-cases addressing a
specific type of analysis. The growth of servitisation offered
by IoT is undeniable. Therefore, it is necessary that the
future studies addresses challenges and solutions regarding
servitisation, such as IoT insight as a service, [oT analytics
as a service.

Compare to the interoperability challenge, security and
privacy challenges have received less attention in the
literature. It is been reported that between June and
November of 2016, around one billion malware-based
incidences occurred (O’Brien, 2017), and it is difficult for
traditional analytic tools and infrastructures to tackle against
complex and high volume malware attacks. It is necessary
that the literature devotes more effort to different aspects of
security and privacy related to [oT BDA; such as security of
infrastructures and networks, data privacy, security issues
related to data management and integrity and reactive
security. The attention of the literature has been mainly on
the privacy and security issues of user’s data.

The literature has also marginalised the prescriptive or
autonomous analytics. The process of decision making
changes by the advent of prescriptive analysis as analytics
become the most powerful advisor of CEOs and decision
makers. Most of the analytics that have been addressed in
the literature are on prediction by real-time data generated
by the small objects.

In connection to this gap, the other issue that is
marginalised in the literature is the lack of addressing
algorithmic decision making. The ability to offer the best
what-if scenarios is depended on the development of
algorithms as they are the key enabler to reach to the
automation of decision making processing. Instead of a
passive following of programmed instructions, machine
learning algorithms learn from experiences and make them
as a vital element of an IoT big data platform. One other
research topic marginalised in the literature, in this regard,
is discovering anomalies or patterns outside of a normal
flow pattern.

12 Conclusions

IoT BDA plays a major role in the empowerment of modern
businesses offering real-time management of events and
processes. There is no doubt that IoT BDA adds enormous
values to enterprises; however, it is still at its beginning
stages. To increase its potentials, new architectures,
platforms and solutions are offered in order to better extract,
integrate, store, and process IoT big data in real-time.
Through systematic review of [oT BDA, this study presents
a useful starting point for the application of IoT BDA,
mainly real-time analysis, across various industries and
sectors. This study argues that with identifying the major
applications, challenges, solutions and architectures of IoT
BDA, enterprises can maximise value creation.
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